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@& https:// /dana-na/auth/url_default/welcome.cgi

Welcome to the

Twitter VPN Access Portal

username ‘ ‘ Please sign in to begin your secure session.
password
Realm TWO FACTOR FULL TUNNEL v

Sign In

Zdroj: https://devco.re/blog/2019/09/02/attacking-ssl-vpn-part-3-the-golden-Pulse-Secure-ssl-vpn-rce-chain-with-Twitter-as-case-study/
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| velkd organizace s velkym rozpoctem muze
delat ,,zakladni" chyby.
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https://martinhaller.cz/

Problematicka mista
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Chyby v navrhu
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Navrh - podie toho, co koho napadne

Autor: Josef Capek
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Navrh - podle toho s ¢im si kdo chce hrat

AL

Zdroj: https://www.pexels.com/photo/a-toddler-playing-with-in-the-room-5247758/
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Navrh - podie toho co nabidne dodavatel
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Zdroj: https://www.pexels.com/photo/man-wearing-an-apron-helping-a-elderly-man-8422706/
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Navrh
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Navrh - na co se zaméfujeme

Podle toho co délaji utocnici:
« Ransomware -> zalohy - nesmazatelnost, Uplnost, obnovitelnost, monitorovani

« Lateral movement -> sitova segmentace (produkce, virtualizace+zalohy,
management), LAPS, seznam privilegovanych uc¢tu v AD, identifikace kritickych
serverul, pouzivani Domain Admins uc¢tu, aktualizace, AV a jeho monitorovani.

« Initial foothold -> 2FA, verejné dostupné sluzby, AV a jeho monitorovani
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Realizace opatreni

Whate Custome
Described.
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Realizace - Aktualizace

Settings
& Update history

Uninstall updates

Recovery options

Update history

Windows Malicious Software Removal Tool x64 - v5.103 (KB820830)
Successfully installed on 30.07.2022

2022-07 Cumulative Update for Windows Server 2016 for x64-based Systems (KB5015808)
Successfully installed on 30.07.2022

2022-06 Cumulative Update for .NET Framework 4.8 for Windows Server 2016 for x64 (KB5014630)
Successfully installed on 26.06.2022

2022-06 Cumulative Update for Windows Server 2016 for x64-based Systems (KB5014702)
Successfully installed on 26.06.2022

2020-04 Servicing Stack Update for Windows Server 2016 for x64-based Systems (KB4550994)
Successfully installed on 19.04.2020

2020-04 Cumulative Update for Windows Server 2016 for x64-based Systems (KB4550929)
Successfully installed on 19.04.2020

2020-03 Servicing Stack Update for Windows Server 2016 for x64-based Systems (KB4540723)
Successfully installed on 15.03.2020

2020-03 Cumulative Update for Windows Server 2016 for x64-based Systems (KB4540670)
Successfully installed on 15.03.2020

Windows Malicious Software Removal Tool x64 - March 2020 (KB890830)
Successfully installed on 15.03.2020
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Realizace - AV / firewall

Windows Firewall with Advanced Security on Local Computer

ﬁ Windows Firewall with Advanced Securty provides network security for Windows comp

Owenview

@ For your securty, some settings are controlled by Group Palicy

Domain Profile 1s Achive
'@ Windows Firewall is off.

Prnvate Profile
@ Windows Firewall is off.

Public Profile
'@ Windows Firewall is off.
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Realizace - Mnoho privilegovanych Gétu

Domain Admins Properties ? *

Object Securty Attribute Editor
General Members Member Of Managed By

Members:

MName Active Directory Domain Services F ™

& adm-ak

5y adm-es

?_4 Administrator
o adm-nj

2» adm-temp

» amd-po

2 backup

& backupscript
o fortinet

F_; home-share
&3 nas-sync

F_; petrjandaZ
&» temp-adm
£

Add... Remove

Cancel Apphy Help
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Realizace - Monitorovani

v spravce@

v Dorucens posta
Zalohovani
Poznamky
Zapisy z porad

Odeslana posta
Odstranénd posta
Koncepty
MNevyzddand posta

SloZky vysledkd hledanf
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Realizace - nakoupené technologie
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Realizace - zdlohy

Veeam Backup and Replication

Home View
u ©
1 :
Start Stop Retry Active | Statistics Report | Edit Clone Disable Delete
Job Control Details Manage Job
Home Q Tipe in an object name to search for All jobs
4 G lobs Mame T Type Ohjects Status Last Run Last Result Mext Run Target Description
':Q,FIE Barkup -:é} Agent Backup Copy Linu Backup Copy 0 Stopped s new restore.,  Default Backup..  Created by SRV16\.
'{% Backup Copy ':é} Backup Copy Windows Backup Copy 0 Stopped <As new restore.,  Default Backup.. Created by SRY16\.
’ -}é} DB Backup Windows Agent Backup 1 Stopped 19 hours ago Success 22172021 200, Default Backup... Backup of M3 S0OL..,
+ [ Last 24 Hours -:é} PosgreS0L DB Backup Linux Agent Backup 1 Stopped 23 hours ago Success <notscheduled>  Default Backup.. Created by SRV16\.
':é} ONVE Fileserver Backup Whitweare Backup 1 Stopped 23 hours ago Success <not scheduled > Cloud reposito,.,  Created by SEM18\.
-} Server Backup Weindows Sgent Backup 1 Stopped 3 minutes ago  Success <not scheduled > Default Backup.., Weeam Agent for W..
465 Servers Backup to Cloud ifindows Aaent Backup 1 A48% com..  &minutes ago /222000 2:00.,  Cloud reposito..  Created by SRV16\.
-:é} Windows Servers Backup art up 1 Stopped 18 hours ago Success 2/21/2021 10:00... Default Backup.. Created by SRV18L.
[7] Workstations Backup to Cloud |. Stop [\ Cy 1 Enabled 2 minutes ago  NAA MSA Cloud reposita..  Created by SEVI6L..
Retry
Job progress: Active full A 0 of 2 hosts
. |
Ul Statistics
Report
SLRARALRY STATUS THROUGHPUT {LAST 5 hdIM)
Dizable
Duration: 06:06 Clahe d: 32.7 GB (48%) Success: 0
Processing rate: 318 Delete 31GE Warnings: 0
N o .
h ome Bottleneck: Sourd €7 Edit... red: 262.8MEB (12.1:5 Errors: 0 Speed: 0KB/s
=Y
Irvento
= v Mame Status Action Duration
£ E"g Backup Infrastructure Ele appsr0l.tech.local 0 Job started at 2/21/2021 4:31:08 Ph
== filesre03kech.local el Euilding hosts list 00:07
@ Files Processing filesro03 techlocal 05:20
Processing appsrelltech.local 0108
E.?{:,} Histary gapp
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Realizace - dalsi postirehy
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Co s tim?
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Costim

https:/thehackernews.com/ - zpravodajstvi ze svéta IT bepzeénosti
https:/www.cisa.gov/known-exploited-vulnerabilities-catalog - seznam zranitelnosti, které patchovat

https://www.akamai.com/blog/security/conti-hacker-manual-reviewed#access — predist si néco o nepfiteli
https://www.cisa.gov/uscert/ncas/alerts - pfihlasit se k odbé&ru varovani od americké CISA
https://www.nukib.cz/cs/infoservis/hrozby/ - varovani od NUKIBuU
https:/mwww.nukib.cz/cs/infoservis/doporuceni/1511-doporuceni-nukib-pro-administratory-verze-4-0/ - nevymyslet znovu kolo
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